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The Bichromatic Closest Pairs Problem and application to cryptanalysis

Boolean context

Syndrome Decoding Problem (SDP) :
Find x such that Hx= s with wi(x) < w (NP-hard)

Solve SDP faster
—> improve McEliece cryptosystem'’s cryptanalysis

The best-known algorithms use in a crucial way a subroutine that solves BCPP
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Bichromatic Closest Pairs Problem in

R

—

Bitn° |0 ] 1] 2]3]4[5]6 Bitn® | 0 34
Lne0 | 1 |1 | 1] 11|00 C tneo | 1 |1 |1]1]0]1]0
1/o|lo|/o|o]o]1
ol1l11]1]0]o0 1l1]1]olofo]o
1/o|lol1]o0olo]o0 1]o|of1] 1|1 1] N=2m
1lololo|1]1]1
Lne5 | 0| 0|0|1|0]0]0 re5 | 0 |1 |1]|1]|0] 10
Lne6 | 10|00 | 0| 1|00 Lne6 | 0 | 1| 1|0 0] 1|1
lne7 |O|O|O| 0| 0] 1|1 tne7 |00 |0 |1 1] 1|1
< - >

Goal: Find all C = (x,y) € L x R such that wt(x+y) <ym
Here ym =1
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Bichromatic Closest Pairs Problem in [F7’

® The model : Maje, (F2,2*™)
@ The expected number of solutions : £ = © (m‘§2m(2’\+H(V)71))1

e Asymptotically, the best algorithms : Carrier [Car20], Esser et. al [EKZ21] and
May-Ozerov [MO15]

'H : Binary entropy function
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Contribution [BDH25]

The May-Ozerov algorithm is galactic.

@ In practice : Syndrome Decoding Estimator [EB21] = The projection method

@ The Crossover Point: o
The smallest code length n such that Decode(MO) can be faster than Decode(Projection).

MO
R D n log, NV logy, T
0.5 0.11 533502 | 8121 | 29566

0.8 0.03 1874400 || 22282 | 63487

Table: Instance characteristics at the crossover point.
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The projection method
(05)

(%)

Probability that 2 bit strings we search coincide on k columns: p =
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The projection method
(05)

Probability that 2 bit strings we search coincide on k columns: p =

The algorithm

@ Pick k columns randomly
@ Sort the 2 lists in lexicographical order according to the selected columns
@ Compare all pairs of bit strings that coincide on the k columns

@ Repeat ~ % times
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k = 2, drawn column numbers = {0, 2}

L sorted R sorted

C line5 (11|11, 01|60
line6 |1 |11 0,1, 0|1
line7 | 1 | 1|1 0|0|0
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k =2, drawn column numbers = {1, 4}

L sorted R sorted
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The expected number of solutions : E
Complexity
N2\ 1
o-o((r-1)})
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The expected number of solutions : E

Complexity

N2\ 1
c=o((v )}

If A <7, we take k = Am else k = (1 — 2y)m then :

. (2mOFOM))  for A < 5
Proj O (y/mE) for A > 75

with
5 = (1 —2v) and h()\,7) = H(A\) — (1 — y)H <1i7>
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Carrier [Car20], Esser et. al [EKZ21] and May-Ozerov [MO15] are similar.

A high-level description

@ m columns are partitioned into t strips.
@ The vectors of both lists are filtered strip after strip.

o Filtered across their m coordinates, the lists are small enough for an exhaustive search to
find solution pairs
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The May-Ozerov algorithm

Three core phases

@ Computing the parameters of the algorithm.
© Double rerandomization.

© Recursive search for solutions in a tree of depth t.

M. Hamdad Algorithms for Bichromatic Closest Pairs Problem and af April, 2025



Algorithm 1 The MO algorithm
1. function MO( L, R, \,y, m, t, € )
2 () e (1—7) (1 H (2
3 a1 (y(1,A) = A+€/2)/y(7, A)
4: for2 <j<tdo
5 Qj < ﬁaj,l > Divide the lists into t strips of ajm indices

6: for fi(m) uniformly random permutation 7 of {1,... m} do

7: for f,(m) times do

8: r=(n,...,rn) < (RANDOM(IF“;jm));:1 st wt(r) = a3

o: Lem(L)+r

10: R« n(R)+r

11: Remove from L and R e_;II vectors that are not of weight aj% on the j-th strip
12: C < RECURSIVEMO(L, R, m, t,e,7, A, (a)f:p 1)

13: if C # L then return C

14: return L
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Parameter setup:

o y(7,A)
@ Divide the lists into t strips B, ..., B; containing aeym, ..., a:m indices respectively, such
that:
t
Z ajm=m
j=1
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aim azm azm
L
N By B, Bs
R
B B, Bs
m
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Algorithm 1 The MO algorithm
1. function MO( L, R, \,y, m, t, € )
2 y(1.A) < (1-7) (1 -H (W“%W))
3 a1 (y(1,A) = A+€/2)/y(v, )
4: for2 <j<tdo
5 Qj < ﬁaj,l > Divide the lists into t strips of a;jm indices

6: for fi(m) uniformly random permutation 7 of {1,... m} do

7: for f,(m) times do

8: r=(n,...,rn) < (RANDOM(IF“g‘jm));:1 st wt(r) = a3

9: L m(L)+r

10: R« n(R)+r

11: Remove from L and R ;_aII vectors that are not of weight ;75 on the j-th strip
12: C < RECURSIVEMO(L, R, m, t,e,v, \, (« jzl, 1)

13: if C # L then return C

14: return L
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uj : the | Bj|-bit vector of u's entries indexed by B;

Double rerandomisation

The recursive search requires the particular solution (x, y) to satisfy the following conditions.
Forall1<j<t:
@ d(x,y) =vI[Bj| = yoym;

@

@ wt(x)=wt(y)="%"
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aym aom azm
L
N B B, B; Y= %
X
R y
B B, Bs
m
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aym aom azm
L
N B B, B; Y= %
X
R y
B B, Bs
m
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aym aom azm
L
N B B, B; Y= %
X
R y
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Algorithm 1 The MO algorithm

1. function MO( L, R, \,y, m, t, € )

2:

3:
4.
5

© ® N o

10:
11:
12:
13:

14:

H1(1=)\)—v/2
y(1A) e (1=7) (1- H (H=42=2))
ar < (y(1,A) = A+€¢/2)/y(7, A)
for2 <j<tdo
aj ﬁaj,l > Divide the lists into t strips of ajm indices

for fi(m) uniformly random permutation 7 of {1,...m} do
for f,(m) times do

r=(n,...,rn) < (RANDOM(IF“g‘jm));:1 st wt(r) = a3
L nm(L)+r
R« m(R)+r
Remove from L and R all vectors that are not of weight a7 on the j-th strip
C < RECURSIVEMO(L, R, m, t,e,v, \, (« jzl, 1)
if C # L then return C

return L

M. Hamdad Algorithms for Bichromatic Closest Pairs Problem and af April, 2025



oam apm azm
L
N B B, B; v = %
T —— x
R — y
B, B, B3
m
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oam apm azm
L
N B B, B; v = %
I |
R . y
B, B, B3
m
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Algorithm 1 The MO algorithm

1. function MO( L, R, \,y, m, t, € )

2:

3:
4.
5

© ® N o

10:
11:
12:
13:

14:

y(,0) = (1 =7) (1- H (22))
ar = (y(7:A) = A +¢/2)/y(7,A)
for2 <j<tdo
aj ﬁaj,l > Divide the lists into t strips of ajm indices
for fi(m) uniformly random permutation 7 of {1,... m} do
for f,(m) times do

r=(n,....n) (R,ANDOM(IE‘;’fm))jzl s.it. wt(r) = a2
L m(L)+r
R+ m(R)+r

Remove from L and R all vectors that are not of weight a;75 on the j-th strip
C < RECURSIVEMO(L, R, m, t,e,v, \, (« jzl, 1)
if C # L then return C

return L
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Lemma 1 [BDH25]

Let NVj; the number of iterations of the double rerandomization. The particular solution (x, y)
satisfies Conditions i) and ii) in at least one of the iterations with probability greater than 1/4

only if

t(t—1)

O U £ A N DR T e et A W A
Rl )28\/5<2> (1 =) < y(7; ) )(y(%k)>

April, 2025
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Algorithm 1 The MO algorithm
1. function MO( L, R, \,y, m, t, € )
2 () e (1—7) (1 H (2
3 a1 (y(1,A) = A+€/2)/y(7, A)
4: for2 <j<tdo
5 Qj < ﬁaj,l > Divide the lists into t strips of ajm indices

6: for fi(m) uniformly random permutation 7 of {1,... m} do

7: for f,(m) times do

8: r=(n,...,rn) < (RANDOM(IF“g‘jm));:1 st wt(r) = a3

o: Lem(L)+r

10: R« n(R)+r

11: Remove from L and R all vectors that are not of weight aj% on the j-th strip
12: C < RECURSIVEMO(L, R, m, t,€,v, A, (oz)j:l, 1)

13: if C # L then return C

14: return L
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At a node at depth j, filtering is performed on B;

Filtering on B;

@ Pick a random subset A of % indices inside strip j
o L'« {uelst wt(ua) = H1(1-XN)4"
o R+ {veRst wt(va) = H (1 -4}

P(x,y) e L' x R | (x,y) € Lx R)] = 51 o) (2*%(%"7)
J

Pluel'|uel]=p = @(27/\0‘1"7)
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Pl(x,y) €' x R | (x,y) € Lx R)] = 51 o) (2*‘1”(“’7”'")
J

Pluel' [uel]=p = @(ijm)

e Filtering ms; times on strip B;
= the particular solution (x,y) survives with overwhelming probability.
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Pl(x,y) e L' xR | (x,y) e Lx R)] = Sl -0 (2*‘*fy(”fv”m>
J

Pluel' [uel]=p = @(ijm)

e Filtering ms; times on strip B;
= the particular solution (x,y) survives with overwhelming probability.

o E[#R)=E[#L]=NT[_, pi = @(gm(lfz{:l w))
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Pl(x,y) e L' xR | (x,y) e Lx R)] = 51 -0 (2*0‘”(%”'”)
J

Pluel' [uel]=p = @(ijm)

e Filtering ms; times on strip B;
= the particular solution (x,y) survives with overwhelming probability.

o E[#R] = E[#L'] = N[, p; = O (2" (70 ))
@ Let X = #R’ (Tchebitchev inequality)
— P|X - E[X]> zémE[X]} < g—em
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Algorithm 2 RECURSIVEMO

1: function RECURSIVEMO(L, R, m, t, e, A, 7, ()i, f)
2 if j=t+1 then

3 return QUADRATICNN(L, R, ym)

4:

C+ L
ajm
%ajm

5: Sj a;m a;jm ajmy 2
(02 ) (2 (1)

6: for ms; times do

7: Pick a random subset A of %47 indices inside strip j

8: L'+ {uelst wt(ua) = H 11— N4}

9: R« {v e Rst wt(va) = H (1 - )"}

10: if |L'| and |R’| are not too big then

11: x < RECURSIVEMO(L', R, m, t, e, A\, v, ()}, j + 1)

12: if x# L then

13: return x

14: return C
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Forall2 <j <t

Total complexity at depth j

N

T — O (2m) Zj,:ziCVi)’(%A)‘FO‘jY(%)‘)‘F)‘(l_ J:ial)Jr

Algorithms for Bichromatic Closest Pairs Problem and af April, 2025



Forall2 <j <t

Total complexity at depth j

T. =0 (@ ST aiy(r ) +ay (A (1= ) +5
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Forall2 <j <t

Total complexity at depth j

Nl

7. = & ( (2m) DA e Do (T o)

€

Casej = 1: T]_ — @(2)‘m+&1)/(77)\)m+§m)
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Depth t +1 = Exhaustive search
Maximum list size: o ((Qm)/\(l_Zf—l O"')+§> =0 (22™M)
Number of node: O ((2'”)2’?:10[”(%/\)) =0 (2”“/”\)’")

Total complexity at depth t + 1

T,.1=0 (2()/(%A)+€)m)
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Algorithm 3 RECURSIVEMO

1: function RECURSIVEMO(L, R, m, t, e, A, 7, ()i, f)
2 if j=t+1 then

3: return QUADRATICNN(L, R, ym)

4

C+ L
cvjm
%ajm

5: Sj a;m a;jm ajmy 2
(02 ) (2 (1)

6: for ms; times do

7: Pick a random subset A of “4™ indices inside strip j

8: L'+ {uelst wt(ua) = H 11— N4}

9: R« {v e Rst wt(va) = H (1 - )"}

10: if |L’| and |R’| are not too big then

11: x < RECURSIVEMO(L', R, m, t, e, A, v, (), j + 1)

12: if x# L then

13: return x

14: return C
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To conclude, choosing'
Q a1 = y(v /\) forall je{1,...,t—1}

_ | log@ly(v;A)=A)/e+1)
0t= { log(y(7,A)/ ) w

leads to
(2()’("/7 +e)m>

— (2()/(% +e)m>

= (2(y(% +e)m>

— (2(}/(% +e)m>

Toi1 = (2<y +e)m)
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The model : Majes (F2,2)™)
The expected number of solutions : £ = © (m_%Z’”QHH(V)*l))

Fonctions LSH
A
A lower bound in a nearby model [KL21] : 27~
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Thank you
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	PoC pour la méthode des projections

